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Background and Motivation 

 Security patterns 

◦ Catalog:  

 110 patterns [Yskout06] 

 97 patterns [Hafiz11] 

 79 patterns [Fernandez13] 

 … 

◦ Templates:  

 Gang of Four [Gamma94]  

 POSA [Buschmann96] 

 … 
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Security Pattern---Example 

 Authenticator pattern[Fernandez13] 
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Context: 

Computer systems contain resources that include valuable information about 

business plans, user medical records and so on. 

Problem: 

How can we prevent imposters from accessing our system? A malicious attacker 

could try to impersonate a legitimate user to gain access to their resources.  

Force: 

Flexibility.  A variety of users require access to the system and a variety of system 

units exist with differently sensitive assets. We need to be able to handle all this 

variety appropriately, or we risk security exposures. 

Solution: 

Use a single point of access to receive the interactions of a subject with the 

system and apply a protocol to verify the identity of the subject. 

Consequence: 

Flexibility.  We can handle any types of users and we can authenticate them in 

diverse ways.  



Applications of Security Patterns 

 Challenges: 

◦ Not well combined with security requirements analysis 

◦ Lack of a systematic way to apply 

 Solutions: 

◦ Combination of security requirements analysis and security 

pattern analysis 
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 Three-layer security requirements analysis 

framework [Li2014] 

◦ Structural security goal 

 <importance><security property>[<asset>, <interval>] 
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Non-trivial 

selection 

Time-

consuming 

refinements 

Applications of Security Patterns 



Proposal 

 Extend our previous work [Li2014] with 

context-related concepts [Ali2010] 

 Analyze and transform textual security patterns 

[Fernandez2013] into reusable contextual goal 

model snippets 

 Outline a process for applying the security 

patterns 
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Conceptual Mappings 
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Example 
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Authenticator Pattern 

Context: 
Computer systems contain resources that include valuable information about business 

plans, user medical records and so on. (DP) 

Problem: 
How can we prevent imposters from accessing our system? (SG) A malicious attacker 

could try to impersonate a legitimate user to gain access to their resources. (DA) 

Force: 
Flexibility. (SG) A variety of users require access to the system and a variety of system 

units exist with differently sensitive assets (DP). We need to be able to handle all this 

variety appropriately, or we risk security exposures. 

Solution: 
Use a single point of access to receive the interactions of a subject with the system (T) 

and apply a protocol to verify the identity of the subject. (T) 

Consequence: 

Flexibility. We can handle any types of users and we can authenticate them in diverse 

ways. (Make) 



Example 
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Authenticator Pattern 

Context: 

Computer systems contain resources that include 

valuable information about business plans, user medical 

records and so on. (DP) 

Problem: 

How can we prevent imposters from accessing our 

system? (SG) A malicious attacker could try to 

impersonate a legitimate user to gain access to their 

resources. (DA) 

Force: 

Flexibility. (SG) A variety of users require access to the 

system and a variety of system units exist with 

differently sensitive assets (DP). We need to be able to 

handle all this variety appropriately, or we risk security 

exposures. 

Solution: 

Use a single point of access to receive the interactions 

of a subject with the system (T) and apply a protocol 

to verify the identity of the subject. (T) 

Consequence: 

Flexibility.  We can handle any types of users and we can 

authenticate them in diverse ways. (Make) 



Example 
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Lessons learned 
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 Security background affects the application of 

security patterns 

 Incomplete contents 

◦ E.g.  Missing the “Force” section 

 Contexts are not only represented in the “Context” 

section  



Analysis process 

Step 1 
• Pattern candidate generation 

Step 2 
• Context verification 

Step 3 
• Pattern selection 

Step 4 
• Pattern application 
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Conclusions 

 Propose to model security patterns as contextual 

goal models  

◦ Conceptual mappings  

◦ Model 6 security patterns 

 Outline an analysis process 
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Future work 

 Provide comprehensive guidelines for modeling 

contextual goal models for security patterns 

 Detail the process for applying security patterns 

 Implement tools to support the application of 

security patterns (MUSER, 

www.disi.unitn.it/~li/muser.html) 
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